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QUESTION 1

An organization has implemented a new backup process which protects confidential data by encrypting the information
stored on backup tapes. Which of the following is a MAJOR data confidentiality concern after the implementation of this
new backup process?

A. Tape backup rotation

B. Pre-existing backup tapes

C. Tape backup compression

D. Backup tape storage location

Correct Answer: B

QUESTION 2

During a Disaster Recovery (DR) simulation, it is discovered that the shared recovery site lacks adequate data
restoration capabilities to support the implementation of multiple plans simultaneously.

What would be impacted by this fact if left unchanged?
A. Recovery Point Objective (RPO)

B. Recovery Time Objective (RTO)

C. Business Impact Analysis (BIA)

D. Return on Investment (ROI)

Correct Answer: B

QUESTION 3

An organization recently conducted a review of the security of its network applications. One of the vulnerabilities found
was that the session key used in encrypting sensitive information to a third party server had been hard-coded in the
client and server applications.

Which of the following would be MOST effective in mitigating this vulnerability?

A. Diffle-Hellman (DH) algorithm

B. Elliptic Curve Cryptography (ECC) algorithm

C. Digital Signature algorithm (DSA)

D. Rivest-Shamir-Adleman (RSA) algorithm

Correct Answer: A
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QUESTION 4

Which of the following is an initial consideration when developing an information security management system?
A. ldentify the contractual security obligations that apply to the organizations

B. Understand the value of the information assets

C. Identify the level of residual risk that is tolerable to management

D. Identify relevant legislative and regulatory compliance requirements

Correct Answer: B

QUESTION 5

Which of the following factors contributes to the weakness of Wired Equivalent Privacy (WEP) protocol?
A. WEP uses a small range Initialization Vector (V)

B. WEP uses Message Digest 5 (MD5)

C. WEP uses Diffie-Hellman

D. WEP does not use any Initialization Vector (1V)

Correct Answer: A

QUESTION 6

The goal of a Business Continuity Plan (BCP) training and awareness program is to
A. enhance the skills required to create, maintain, and execute the plan.

B. provide for a high level of recovery in case of disaster.

C. describe the recovery organization to new employees.

D. provide each recovery team with checklists and procedures.

Correct Answer: A

QUESTION 7
A continuous information security monitoring program can BEST reduce risk through which of the following?
A. Collecting security events and correlating them to identify anomalies

B. Facilitating system-wide visibility into the activities of critical user accounts
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C. Encompassing people, process, and technology
D. Logging both scheduled and unscheduled system changes

Correct Answer: B

QUESTION 8

What is an important characteristic of Role Based Access Control (RBAC)?
A. Supports Mandatory Access Control (MAC)

B. Simplifies the management of access rights

C. Relies on rotation of duties

D. Requires two factor authentication

Correct Answer: B

QUESTION 9

Which of the following features is MOST effective in mitigating against theft of data on a corporate mobile device Which
has stolen?

A. Whole device encryption with key escrow

B. Mobile Device Management (MDMJ with device wipe
C. Mobile device tracking with geolocation

D. Virtual Private Network (VPN) with traffic encryption

Correct Answer: B

QUESTION 10

Which of the following is the PRIMARY reason a sniffer operating on a network is collecting packets only from its own
host?

A. An Intrusion Detection System (IDS) has dropped the packets.
B. The network is connected using switches.

C. The network is connected using hubs.

D. The network\\'s firewall does not allow sniffing.

Correct Answer: A
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QUESTION 11

Which of the following is held accountable for the risk to organizational systems and data that result from outsourcing
Information Technology (IT) systems and services?

A. The acquiring organization
B. The service provider

C. The risk executive (function)
D. The IT manager

Correct Answer: C

QUESTION 12

What is the PRIMARY reason for ethics awareness and related policy implementation?
A. It affects the workflow of an organization.

B. It affects the reputation of an organization.

C. It affects the retention rate of employees.

D. It affects the morale of the employees.

Correct Answer: B

QUESTION 13

How does a Host Based Intrusion Detection System (HIDS) identify a potential attack?
A. Examines log messages or other indications on the system.

B. Monitors alarms sent to the system administrator

C. Matches traffic patterns to virus signature files

D. Examines the Access Control List (ACL)

Correct Answer: C
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